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Abstract 
Social experiment is explained about introduction of the security camera system with privacy protection into residential area in 
this paper. In July 2008, this experiment by using the security camera system with privacy protection had been started into a 
residential area: Tsunatori-cho, Isesaki. In this experiment, the security camera system doesn’t monitor only a premise of house 
but also watches the road which is public space in front of the house. This system is introduced into one of several houses of 
residential area, there is to keep the life in the whole region. However, monitoring of public space has the risk of privacy 
violation. So the privacy protection function was added to prevent this risk. Because images are encrypted and saved by this 
function, nobody watch them without a password for decoding. Consequently, the privacy is protected because only a person 
owning a password can watch. Detail of social experiment using this system in residential area is explained. 
© 2009 Published by Elsevier Ltd. 
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1. Introduction 
There is the number of crimes in a tendency to increase in the nation and the number of crimes reached about 
3million cases. Crime-arrest ratio is about 20 % by 2002, and it is about 30 % by the present. However, the increase 
of the arrest rate understands that it is not a thing by the number of arrests with a thing by the decrease of the 
number of crimes. Consequently, it is necessary that the security activity is beefed up and the number of arrests is 
increased. Therefore, in the e-JIKEI Network Promotion Institute, suggest the e-JIKEI Network System that is the 
new security camera system which was developed by this society. Social experiment was tested which examined 
stability and the utility of the system as for the thing of the cooperation of the police.  
The e-JIKEI Network Promotion Institute proposed “e-JIKEI Network” (www.e-jikei.org). The project intends to 
recreate the mutual watching system, which had usually functioned in old communities, in the present days but in a 
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much more powerful and flexible form with the aid of the information technologies (Fujii et al., 2004; Fujii et al., 
2005a; Fujii et al., 2005b). The project is discussed from the viewpoint of social dimension (Ueda et al., 2006; Fujii 
et al., 2008). 
This society for a study in the past carries out security experiments using this system. For example, it is 
maintenance of security of shopping streets and theft provision measures of bicycle at parking area. The shopping 
streets, which were set up five PC, have been monitored by two or three cameras connected to each PC. PC was set 
up into management office and parking area has been monitored by four cameras. Place where prone to crimes was 
introduced this system this activities. However, crimes in the residential areas increase in late years and there is a 
problem which to resolve a case is late because of few eyewitness in residential areas. For the reason, it is thought 
that families, who are not interested in neighboring houses and surrounding communities, increase in late years. In 
the conventional communities, a connection between neighborhoods is strong and neighborhood fellow helped and 
lived. Citizens are more cautious about suspicious individual in the communities. Because the local connection 
becomes weak, it is thought that eyewitnesses decrease. 
Therefore a trial to reproduce the conventional communities was performed by using security camera system with 
IT. It is a method with a security camera at the time of crime prevention and as a substitute of the eyewitnesses at 
the time of case outbreak in residential areas. The security camera is used for monitor in a site of house 
conventionally. However the road in front of house is watched with a security camera by this method. The whole 
community will be watched by many families watching a road and suspicious individual and criminal are identified. 
The state is shown in figure 1. However, neighborhoods are watched indiscriminately by watching public space in 
residential areas. To solve this problem, a privacy protection function was introduced into software for monitor in 
this society for a study. The social experiment that introduced this system in consideration of privacy into the 
residential areas for the first time was performed. 
Fig. 1 Concept of e-JIKEI Network                                Fig. 2 System configuration example of e-JIKEI Network 
 
2. System Outline 
The security camera system using in e-JIKEI Network System is shown in figure 2. It is a PC, cheep cameras and 
developed software by this society for a study. The possession rate of the PC which a family owns is very high now. 
Therefore PC which each family owns is used. Several kinds of cameras were prepared by this society for a study, 
and a camera in accord with the house was installed. Three types of cameras which are CCD camera, USB camera 
and network camera are used. The CCD camera prepared for two kinds of the infrared type and color type. As for 
the camera of the infrared type, an image is taken with the night darkness by an infrared function, so a security 
effect is a expensive camera. In addition, human face and clothes or car's form and color are recognized with a 
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camera because the color type camera is high resolution. About 300,000 pixels of cheap cameras were used for a 
USB camera. However, the camera is set up only to near distance by a PC because cord of the WEB camera is very 
short. Consequently, it was installed in the house which the distance from a window to a road is near. The camera of 
type corresponding to wireless LAN used on Internet at a network camera was prepared for. Because a router for 
wireless LAN was necessary for this camera, it was set up in the house which owned a router. The camera except 
the infrared type is not suitable in the night. Some illumination is necessary. The light which turned on with an 
infrared sensor was set up. Finally the software developed by this society for the study is explained. The images 
which were taken with a security camera were stored after it was encrypted by this software. The flow at the time of 
crime does not outbreak is shown in figure 3. Thus, the images are not viewed as far as there is not a password for 
decoding. The flow at the time of crime outbreaks is shown in figure 4. The images are nothing visible, so privacy is 
protected. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 3 The flow at the time of crime non-outbreak 
 
Fig. 4 The flow at the time of crime outbreak. 
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3. cial Experiment 
he experiment was performed in Tsunatori-cho Isesaki, Gunma that is chosen by the police. In late years, it is 
caused by the fact that security turn worse by development around the areas. This system was introduced into 13 
ho es owned a PC of Tsunatori-cho. The setting example is shown in Figure 5. 
In July 2008, the ex . First, a hard disk had 
broken down. Because a second stored too much 
images, an error has be . The number of stored 
images was reduced
In December 2008, d for inhabitants in Tsunatori-cho. The 
questionnaires of two t installed them were 
prepared for. First, the  Next, the result about 
questionnaires for inst n-installers is shown in 
Fig.8. 
m
So
T
us
Fig. 5 The setting example of a camera and the sensor light. 
 
periment to verify is started. Some problems occurred by the present
 hard disk had broken down by heat, it was changed. Because the 
en occurred in the OS. This problem was solved by reinstalling the OS
 for future measures. Whole systems have been operated normally.  
questionnaires to survey consciousness had ha
 types for installers who installed cameras and non-installers who don no
result about common items of both questionnaires is shown in Fig.6.
allers is shown in Fig.7. Finally, the result about questionnaires for no
Fig. 6 The result about com on items of both questionnaires. 
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think to want to install this system, it is s is possible. In future, the security 
camera system is managed by inhabitants, and a security area of inhabitant subject will come true. 
5. Conclusion 
The social experiment installed the security camera system with privacy protection function into residential areas 
for the first time was performed by the e-JIKEI Network Promotion Institute. The e-JIKEI Network System was 
introduced into 13 general houses of Tsunatori-cho at the inhabitant subject. A questionnaire of the consciousness 
Fig. 7 The result about questionnaires for installers. 
 
Fig. 8 The result about questionnaires for non-installers. 
4. Result 
As for the security camera, it is thought that it is necessary for inhabitants from the result of questionnaires. 
Inhabitants feel the uneasiness that is watched indiscriminately, but understood that uneasiness was reduced by a 
privacy protection function. Because there are inhabitants feeling that effect of the security is raised by introducing 
this system for five months, the crime deterrent effect was demonstrated. Because more than half of non-installers 
 thought that the introduction to more area
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investigation was performed for inhabitants who lived in Tsunatori-cho five months later. As a result of a 
questionnaire of the consciousness investigation, it was demonstrated that the security camera with the privacy 
protection function was effective to remove jitters watched indiscriminately. In addition, because most of camera 
non-installers want to introduce this system, it will be thought that this system is introduced in more areas. In future, 
the development of the security camera that setting and operation are more easily possible will be necessary. 
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